Agenda

1st APGrid PMA meeting (VTC)

18 May 2005

Time:

  11:00 - 12:10 (Australia)

  10:00 - 11:10 (Japan, Korea)
  09:00 - 10:10 (China, Taiwan)
Participants:

  Yoshio Tanaka (AIST)

  Damon Smith (VPAC)

  Kai Nan, Morrise Xu, Kevin Dong (CNIC)

  Jae-Hyuck Kwak, Sangwan Kim (KISTI)

  Eric Yen (ASCC), ???
  Min-Hsiao Lee, Alex, Weicheng Huang(NCHC)?
Opening:

1. Self introduction of members
Decisions:

2. Approval of New charter
a. Added some items to the scope of the PMA (Section 2)
b. Added description about concrete procedures for being a member of the PMA (Section 3.2)
c. Added description that the chair has a obligation to contribute to the IGTF activities (Section 3.4)
d. Added accreditation procedures (Section 4.3.1)
e. Added description about auditing (Section 4.3.2)
f. Added description that we have regular face-to-face meetings and extraordinary meetings in request basis. (Section 6.1)
No one has objections.  Approved on May 18.

3. Approval of new minimum CA requirements
a. change the maximum lifetime of CA certificate from 5 years to 20 years (this should be 10 years?)
We should keep the compatibility between APGrid PMA and other PMAs.  So, we should change the lifetime from 5 years to 10 years. (Eric)

Change should have no problem. (Jae-Hyuck)

We would like 10 years (Damon).

APGrid PMA approved to change the maximum lifetime of CA certificates to 10 years.
4. Chair position
a. According to the charter, the term as chair is to be one year and is renewable.  Since the APGrid PMA was launched on June 1st 2004, my first term of chair is going to be ended in the end of this Month.  We should elect a new chair.  Candidates can be nominated by self-stand or recommendation by others and the chair will be elected through a voting process or other means as specified in the bylaws.
APGrid PMA approved to extend Yoshio’s term for one year.
5. Accredit of SDG/CNIC CA

Some interviews according to the comments sent by Yoshio by email.


About the minimum length of pass phrase:


12 characters long is not so long.


We should keep compatibility with other PMAs (Yoshio)

We will enforce long pass phrase (Demon)


We will encourage end entities to accept 12 characters (KISTI, NCHC, ASCC)

APGrid PMA agreed to keep 12 characters long for end entity’s pass phrase.

Comments from Damon:


We should distinguish user certificates and host/service certificates.


User’s private key must be kept secure by long passphrase.  


Host/service private keys must be kept secure by other method.

Those should be described in the minimum CA requirements.


Comments from Yoshio


There are two important issues for accreditation of CAs.

1) how the CA server is securely operated

· The CA server of SDG CA is located in a computer room.  The room is not dedicated to CA operation, but only authorized person is allowed to enter.

· Strictly speaking, the CA server room must be dedicated to CA operation, but it is not practical.  So, we should approve if only authorized person can enter to the CA server room even if the room is not dedicated to CA operation.

2) how to identify end entities.

· Most end entities are participating in SDG projects.  Therefore, we can frequently/regularly meet to them.  For those entities, we have no face-to-face interview for identification.

· For end entities outside of SDG, we will have a face-to-face interview for identification.


SDG CA is accredited as a production-level CA.

Discussions: 

6. Frequency of the VTC
a. Proposal
i. regular 90 minutes VTC in every month
ii. 1day face-to-face meeting once or twice per year
iii. extraordinary VTC in request basis
Eric, ASCC agrees to have regular VTC in every month.  If we have no agenda, we can have VTC in every two months.  Agree to all topics.

Kai Nan, VTC once per month is enough.  Face-to-face meeting once or twice per year is appropriate.  We can do this.  Half day may be enough.

Jae-Hyuck, basically agree with every month VTC, but if there is no special issue, we can differ the VTC.  One-day workshop, we can use PRAGMA.  This is my suggestion.
APGrid PMA agreed to have regular VTC in every month (at least for three months).

APGrid PMA agreed to have face-to-face meeting at least once per year.

APGrid PMA agreed to have extraordinary VTCs in request basis.

7. Agenda of the regular VTC
a. Proposal
i. Status reports of each CA
ii. In-depth reports of one CA
iii. Decisions/Voting
iv. Open discussions
Agenda is good (Kai Nan)
APGrid PMA agreed the agenda.

8. Audit
a. AIST would like to audit KIST or ASCC CA in June.
Yoshio explained background of auditing.
Focus of auditing is the service quality.  Deploy some kinds of standards.  (Eric)

No problem to be audited by Yoshio (Sangwan).

Yoshio will audit KISTI or ASCC in June.
September (VPAC) 

December (SDG)

9. Proposed agenda for EUGrid PMA meeting in Tallin
a. Give updates of the APGrid PMA
b. Give a talk about experiences on auditing
c. Implementation of the Grid federation
i. Formal procedure to distribute CA certificates accredited by APGrid PMA.  Here is the proposal by the chair of EUGrid PMA:
I think the best option is for each of the sites to build their own distributions to a common layout (RPMs, tar-balls, installers, etc) that feels the same for all three PMAs. Then, we all mirror eachothers distribution, so that any relying party can go to any of the three PMA web sites and retrieve all CA roots for all profiles. And if each PMA also mirrors itself, there is a globally uniform method to retrieve all CAs.We can then also build a "meta-RPM" for each profile that depends on the underlying three RPMs, like this:
Name: ca_policy_igf-classic-1.0-1.noarch.rpm
Requires: ca_policy_apgridpma-classic, ca_policy_eugridpma-classic, \ 

        ca_policy_tagpma-classic

and then:
Name: ca_policy_eugridpma-classic-0.29-1.noarch.rpm
Requires: ca_AustrianGrid = 0.29, ca_ArmeSFo = 0.29, ca_BEGrid = 0.29,          

        ca_CERN = 0.29, ca_CESNET = 0.29, ...
etcetera. The latter RPM is already in place for the eugridpma on the current distribution web site (see also the CVS repository for the scripts to generate these RPMs).

Once we have such a structure and the mirror mechanism in place, we suggest stringly to our relying parties to point to the "mirror/" directory at their favourite PMA site and retrieve all CA rpms.
RPM is useful as well as tarball (Damon).

RPM might be the best solution for the Grid federation (Eric)

APGrid PMA agreed to distribute CA certs and policy files by RPM (and tarball).
