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• Introduction to National Grid (NG)

• Commercial CA for NG Pilot Platform

• About Netrust

• Certificate Application Process

• Points to Note



National GridNational Grid



National Grid VisionNational Grid Vision

to facilitate the seamless use of an 
integrated cyber infrastructure in a 

secure, effective & efficient manner to 
advance scientific, engineering & 

biomedical R&D, 

with the longer term goal of transforming 
the Singapore economy using grid
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ActivitiesActivities

• Formulate the framework & policies

• Plan & develop a secure platform

• Adopt common open standards

• Encourage the adoption of Grid Computing

• Demonstrate the commercial viability of 
compute-resource-on-tap

• Lay the foundation for a vibrant Grid Computing 
economy



National Grid Pilot Platform National Grid Pilot Platform –– Phase 1Phase 1

• Objectives:

– Build grid computing
awareness

– Foster collaboration

– Interconnect main
compute resources

• Scope:

– Establish 1GE backbone

– Establish rudimentary infrastructure 
for R&D in universities/research 
centres

– Testbed distributed applications
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NGPPNGPP
Certificate AuthorityCertificate Authority



Commercial CACommercial CA

• Objective:

– To migrate from free digital certificates to 
commercial CA digital certificates so as:

• Increased security robustness, in preparation for industry 
focus in NGPP2

• Understand security procedures & issues pertaining to 
commercial CA certificate

• Tender awarded to Netrust Pte Ltd

– Netrust is the only certified CA in Singapore

– Netrust is able to accommodate flexibility in 
implementing digital certificates usable in Globus



NetrustNetrust Certificate AuthorityCertificate Authority
• NGO has been officially acknowledged by Netrust as an 

Organizational Registration Authority (ORA)
– Will ease NGPP sites in obtaining certificates – without ORA, need to 

obtain certificates from Netrust

– NGO will perform the administrative processes only

• NGPP sites nominated representatives to receive digital certificates

• All existing NGPP sites have migrated their host certificates to
Netrust certificates

• Continual effort to issue certificates for
– New users of NGPP resources

– Additional hosts added to NGPP

• Temporary CA will continue to exist to issue certificates for testing
and trials. 



About About NetrustNetrust



NetrustNetrust
• Established in May 1997 as the first Certification Authority (CA) 

in Southeast Asia. 

• Provides individuals, businesses and government organisations with 
a complete online identification and security infrastructure to enable 
secure electronic transactions via the Internet and other wireless 
media.

• In its capacity as a CA, Netrust acts as a trusted third party (TTP) 
that issues and manages digital certificates. Netrust maintains a 
Public Key Infrastructure (PKI) certification service and in its CA role 
creates and signs X.509 digital certificates which bind individuals, 
organisations and application servers with the particular public key 
of each subscriber. 

• Netrust's digital certificates can be issued globally and provide 
complete online identification and security for secure electronic 
transactions. It supports the core security requirements of 
Authentication, Authorization, Confidentiality, Data 
Integrity and Non-Repudiation. 







BS7799BS7799
• BS7799 is the most widely recognised

security standard in the world. Although it 
was originally published in the mid-nineties, it 
was the re-vision of May 1999 which really put 
it on to the world stage. Ultimately, it evolved 
into BS EN ISO17799 in December 2000. 

• BS 7799 (ISO17799) is comprehensive in its 
coverage of security issues, containing a 
significant number of control requirements. 

• Compliance with it is consequently a far from 
trivial task, even for the most security conscious 
of organizations. 



Certificate Application Certificate Application 
ProcessProcess



NGPP Host Certificate 
Registration/Issuance

• Registration process
– Applicant/Administrator (nominated) submits required documents to 

NGO (personally) on behalf of organisation
• Application form (duly signed)

• Photocopy of NRIC/Passport/Employment Pass (clear)

• Letter of Authorization from organisation to authorise applicant to 
receive the host certificate (duly signed by dept. head)

– NGO submits required documents to Netrust

– Netrust CA issues enabling codes (a.k.a. Authorisation Code & 
Reference Number)

• CA forwards 1 set of code to the applicant via email

• CA forwards Reference Number to NGO via email

• NGO informs applicant via phone/SMS

– Applicant log-on to Netrust interface to submit CSR and codes

– CA signs certificate and returns to applicant







NGPP User Certificate 
Registration/Issuance

• Registration process
– User submits required documents to NGO (personally)

• Application form (duly signed)

• Photocopy of NRIC/Passport/Employment Pass (clear)

• Letter of Authorization from organisation to certify that the 
applicant is an employee of the organisation

– NGO submits required documents to Netrust

– Netrust CA issues enabling codes (a.k.a. Authorisation Code & 
Reference Number)

• CA forwards reference code to applicant via email

• CA forwards authorisation code to applicant via pin-mailer

– Applicant generates his/her own CSR and log-on to Netrust
interface to submit CSR and codes

– CA signs certificate and returns to applicant







Certificate Lifetime &Certificate Lifetime &
Revocation List (CRL)Revocation List (CRL)

• Netrust certificates have a life of 5 years 
(flexible) 
– Considerations: cost, user generation 

experience, size of CRL

• Netrust generates a new CRL every 24 
hours

• The CRL can be downloaded from 
http://netrustconnector.netrust.net/netrus
t.crl



Host Cert InfoHost Cert Info
• Issuer: C=SG, O=Netrust Certificate Authority 

1, OU=Netrust CA1

Validity
Not Before: Jun  6 01:19:13 2005 GMT
Not After : Apr 19 16:00:00 2010 GMT

Subject: C=SG, O=Netrust Certificate Authority 
1, OU=Netrust CA1 (Server), OU=National Grid 
Pilot Platform, CN=machine.ngpp.ngp.org.sg



User Cert InfoUser Cert Info
• Issuer: C=SG, O=Netrust Certificate Authority 

1, OU=Netrust CA1

Validity
Not Before: Aug  5 07:39:04 2005 GMT
Not After : Apr 25 16:00:00 2010 GMT

Subject: 
C=SG, O=Netrust Certificate Authority 1, 
OU=Netrust CA1 (Corporate), OU=National Grid 
Pilot Platform, OU=National Grid Singapore, 
CN=TAN Ah Seng + serialNumber=SG-
A1234567N:W:1, 



Points to NotePoints to Note



Certificates IssuedCertificates Issued
• Issued todate:

– 16 User Certificates

– 27 Host Certificates

– None revoked (as yet)

• To organisations in Singapore:
– Bioinformatics Institute

– Institute for High Performance Computing

– Nanyang Technological University

– National Grid Singapore

– National University of Singapore

• Updated list of issued certificates obtainable from 
Netrust



Issues Faces/Lessons LearntIssues Faces/Lessons Learnt

• Documentation procedures – unclear 
photocopies of NRIC, illegible handwriting, & 
missing letter of authorizations

• Retrieval of Certificates – wrong steps

• Justification on relationship to Parent 
organization to use its domain name (IHPC, 
Nanyang Campus Grid, & SMA) 
– E.g. www.sma.nus.edu.sg, www.ihpc.nus.edu.sg



ConsiderationsConsiderations

• Cost of certificate

• Type of certificates

– Ownership: Organisation Certificate, User Certificate

– Regeneration when keys are wrongly entered

• Relaying authorisation code

– NGO relays using SMS

– Other ways?
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