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1 Introduction

The Asia Pacific Grid Policy Management Authority (hereafter called APGrid PMA) supports Grid communities in Asia Pacific to implement a common trust domain across organizations.  The main activity of the APGrid PMA is to coordinate a Public Key Infrastructure (PKI) for use with Grid authentication.  The APGrid PMA is a representative policy management authority in Asia Pacific and the PMA is not specific for any existing Grid communities in Asia Pacific such as Asia Pacific Partnership for Grid Computing (ApGrid) and Pacific Rim Applications and Grid Middleware Assembly (PRAGMA). 
This charter is based on the Global Grid Forum’s working draft: “Grid Policy Management Authority Charter”.

2 Scope of the PMA

The PMA is responsible for accreditation of authorities issuing identity assertions for Grid Authentication.  The PMA is responsible for the following:
· Manage PMA membership.
· Define charter and minimum CA requirements
· Publish related documents such as a minimum requirements and guidelines documents.  These documents may govern any aspect of certificate issuance and reliance.

· Maintain and revise the documents according to current developments.
· Accredit authorities with respect to the minimum CA requirements.
· Coordinate auditing and re-certification of accredited authorities.
· Monitor member CA signing namespaces for name overlaps, and arbitrate any overlaps.
· Operate a secure collection point for information about accredit CAs.
· Be primarily concerned with Grid communities in Asia Pacific, and their external partners.

  The PMA specifies two levels of the minimum requirements, one is for experimental-level CAs and the other is for production-level CAs.  An experimental-level CA is considered as an alternative of the Globus CA and it will be accepted within Asia for experimental use.  For production runs and international collaboration, any CA must satisfy the minimum requirements for production-level CAs.
3 PMA Membership

3.1 Type of Membership

3.1.1 General membership

  The PMA membership will consist of representatives of each accredited Authority, and representatives of major relying parties of the accredited Authorities.  All members of the PMA are the general memberships.  General memberships have no voting rights.
3.1.2 Ex officio membership

  Representatives of production-level authorities can also be ex officio membership.  The ex officio memberships are full voting members of the PMA.  The ex officio membership have obligation to voting as described in section 4.6.  Representatives of experimental-level authorities can be ex officio membership under the request basis.
3.2 New Members
It is assumed that the PMA will add new members over time. New virtual organizations or institutions will be added to the service.  It is expected that each new institution or virtual organization will appoint a point of contact for that user community.  This point of contact will have the additional responsibility of representing their community by becoming a general membership of the PMA.  As part of the process of approving the new virtual organization or site, the PMA must also approve the institution’s point of contact as a new member of the PMA.
In order to join the APGrid PMA, a new member must send an application to the APGrid PMA membership (members@apgridpma.org) via an email.  The application must contain the following information:
· Name of the institution or VO
· Name and email address of the point of contact

· Name of the Certificate Authority and expected level of the authority (if applicable)

· Willing to be an ex officio membership ( yes or no )?

 The application will be reviewed by the APGrid PMA membership within one week after the arrival of the application.  The application must be approved by the APGrid PMA through a voting process or other means as specified in the bylaws.
If a new authority is accredited as a production-level authority, the point of contact for the authority is automatically nominated as an ex officio membership.  Approval by the PMA is necessary to be an ex officio membership.
Any representatives of experimental-level authorities can be nominated as ex officio membership under request basis.  The request must be sent to the PMA by email.  Approval by the PMA through a voting process or other means as specified in the bylaws is necessary to be an ex officio membership.

3.3 Change of Members

If the point of contact of a VO/Institution will be changed, the new point of contact will automatically become a member of the PMA.  The predecessor of the VO/Institution must inform the change to the PMA in advance.  The membership will be inherited from the predecessor.
3.4 Chair

The PMA will elect a chair to manage the PMA.  This position is to be filled from the ex officio membership of the PMA.  Candidates can be nominated by self-stand or recommendation by others and the chair will be elected through a voting process or other means as specified in the bylaws.  The term as chair is to be one year and is renewable.  The chair may resign by written notification to the PMA members. The PMA, by vote can remove the Chair. The chair is responsible for: 

1. the Point of Contact for the PMA

2. running the PMA meetings

3. ensuring that all voting is recorded and published
 As the point of contact for the PMA, the chair must contribute to the efforts on International Grid Trust Federation with other PMAs such as European Grid PMA (EUGrid PMA) and the Americas Grid PMA (TAG PMA).  For this purpose, the chair is strongly encouraged to attend every GGF meeting.
3.5 Membership Guidelines

Participating members should be drawn from a wide range of community members. In particular, members with significant management experience, capable of acting (voting) on behalf of their organization, are desirable.
3.6 Executive Council

If the PMA membership grows too large to be effective in managing the PKI service, it is recommended that the PMA form an Executive council.  The Executive Council will be responsible for the management of the PMA. 

Membership of the council will be selected from the general PMA membership and installed by vote of the general PMA.  The scope of the Executive council will be the management of the full PMA.  The full PMA maintains all its responsibilities as outlined in this document and the CP/CPS. 

3.7 Withdrawal/Expulsion

Virtual Organizations or Institutions may have to end their relationship with the PKI in Asia Pacific.  A VO/Institution can withdraw from membership by submitting a written request.  This request must be approved by the PMA.  The request to withdraw must include how the VO/Institution’s certificates issued to its subscribers and Grid services are to be dealt with (i.e. Revoked, allowed to expire).

The PMA may decide that a VO/Institution should be expelled from the PKI service.  This action requires PMA approval.

4 Responsibilities
4.1 CP/CPS

The Asia Pacific Grid PMA is responsible for supporting and auditing the development and maintenance of the CP/CPS for Certificate Authorities in Asia Pacific. Maintenance/Revision of the CP/CPS is an on going process. Revisions will be required to keep pace with the development of Grid technologies. 
4.2 Other documents

The PMA owns and maintains at least the following documents:

· this charter document;

· a document describing the minimum requirements on certificate authorities which issue identity assertions to end-entities,
· a document describing a check list for auditing.
These documents need to be approved by the APGrid PMA through a voting process or other means as specified in the bylaws.  Revisions will be required to keep pace with the development of Grid technologies.

The PMA will maintain a public on-line repository that contains:
· The PMA charter and all versions thereof;

· The PMA membership;

· All released PMA documents and all versions thereof;

· All meeting announcements and minutes;

· Certificates, signing policy files, and other related information of the accredited Authorities relevant to the operation of the common trust domain;

· A link to third-party sources for obtaining certificates.
The CA Certificates, signing policy files, and other related information can be accessed via https access.  The server certificate of the web server should be issued by well-known commercial CA whose CA certificate is imported into browsers by default.
4.3 Accreditation

 The PMA will accredit production-level Authorities according to the minimum CA requirements document and procedures described in this section.

4.3.1 Procedures

(1) The point of contact of a prospective authority requests the PMA to be approved as a production-level CA.

(2) The prospective authority sends the CP/CPS document\ and other related documents to the PMA.

(3) The chair will then ask two PMA members to review that CP/CPS in detail.

(4) If the first version has obvious inconsistencies, the chair may defer appointing the referees until the appropriate changes have been implemented.

(5) After sufficient iteration the CP/CPS is considered ready for presentation at the face-to-face meeting.  The meeting can be either a regular face-to-face meeting or extraordinary meeting based on a request by the chair.
(6) At that meeting, it should be presented in person to the PMA and the most critical points of the CP/CPS.

· authentication and vetting procedures

· physical security measures

(7) Based on the comments by the assigned reviewer and the discussion in the meeting, the prospective authority may either be approved immediately by the PMA, or this may be deferred until the recommended changes are implemented.
4.4 Audit

The PMA aims to assure that the Authorities operate in accordance with the minimum requirements and other approved documents and that the accredited Authorities must be auditable.  Audit should be done mutually between accredited authorities and the PMA coordinates the audits.  According to the situation of accredited authorities, the PMA can nominate auditors from ex officio membership.  A check list for auditing provided by the PMA will be used for auditing.  The PMA may decide that the public availability of the results of the audit is to be limited.
4.5 Operations

Every CA must be responsible for its operation.  The PMA is a policy management authority, not an operations unit.  It does not manage day-to-day activity of members, the CA operator, or registrants.

4.6 Obligation
  All PMA members are understood to represent the best interest of their national or local communities and expected active participation to activities of the PMA.  Ex officio memberships have obligation to voting.  The PMA may expel an ex officio member who extremely throws his obligation.
5 Activities
5.1 Point of Contact

The PMA is responsible to publish appropriate information about the PMA on the web site at http://www.apgridpma.org/.

5.2 Meetings

The PMA will meet periodically (as described in the by-laws). The PMA must provide the ability for members to conference remotely, such as by telephone conference, H.323, Access Grid. Agendas will be posted by the chairman in advance of these meetings.

Minutes will be posted by the chairman. 
6 Bylaws

6.1 Meetings

The PMA will meet periodically.  The PMA has regular face-to-face meetings and extraordinary meetings in request basis.  A face-to-face meeting can be at a physical site or conducted with Audio or Video conferencing.  The PMA must provide the ability for members to conference remotely, such as by telephone conference, H.323, and Access Grid.  Minutes of each meeting that include the list of attendees must be taken and archived.  The minutes must be approved by the PMA.
6.2 Voting rules

PMA approval is arrived at by either clear consensus as determined by the chair or by a vote. A voting process should only be started if it has proven impossible to reach consensus within a reasonable period of time. Then, during a face-to-face meeting of the PMA, the chair or any two members of the PMA can call for a vote. Each ex officio member will have one vote. Only items on the agenda can be voted on.
When the PMA must vote, that vote will be valid only if more than 75% of the ex officio membership is present. A positive vote will be recorded if more than 50% of the votes are cast in favour of the proposal.  The vote must be carried out at an official meeting of the PMA.  The proposal and its associated vote will be recorded in the minutes of the meeting. These minutes will be the official record of the voting process. 
6.3 Liability

The PMA is not liable for any damages, including but not limited to lost profit, lost savings and incidental or consequential damages resulting from its activities. The PMA is not responsible for the actions or defaults of any of its members. Accreditation of an Authority does not imply any assumption of liability by the PMA.

7 Security

The PMA has no security issues of its own. The PMA may decide that operational and audit information may need to be limited to a select audience.  
Appendix A

Change Log
Version 1.1 to 1.2 [2005/5/19]
· Added some items to the scope of the PMA (Section 2)

· Added description about concrete procedures for being a member of the PMA (Section 3.2)

· Added description that the chair has a obligation to contribute to the IGTF activities (Section 3.4)

· Added accreditation procedures (Section 4.3.1)

· Added description about auditing (Section 4.3.2)

· Added description that we have regular face-to-face meetings and extraordinary meetings in request basis. (Section 6.1)
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